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The Sysinternals web site was created in 1996 by Mark Russinovich and Bryce Cogswell to host their advanced system utilities and
technical information. Microsoft acquired Sysinternals in July, 2006. Whether you're an IT Pro or a developer, vou'll find Sysinternals
utilities to help you manage, troubleshoot and diagnose your Windows systems and applications. If you have a guestion about a tool
or how to usze them, please visit the Sysinternals Forum for answers and help from other users and our moderators.

File and Disk Utilities Security Utilities
‘{‘; Utilities for viewing and monitoring file and disk access Security configuration and management utilities,
& and usage. -~ including rootkit and spyware hunting programs.
& Metworking Utilities ,._ System Information
ze)i""}l\g Metworking tools that range from connection monitors = ) Utilities for looking at system resource usage and
. i " to resource security analyzers. ; F configuration.

l-”ll"’f_. Process Utilities - a Miscellaneous Utilities
[ Utilities for looking under the hood to see what A collection of diverse utilities that includes a screen
J‘ : processes are doing and the resources they are saver, presentation aid, and debugaing tool.
consuming.

WINDOWS SYSINTERNALS
APUOHJELMAT
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Kannattaisiko soutuvene korvata moottoriveneella?
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Sysinternal®hjelmistotalon juuret ulottuvat 9duvulle ja kahteen lahjakkaaseen ohjelmoijaan, Mark
Russinovichiin ja Bryce Cogswelliin. He tuottivall®@illa ja 200duvun alussa lukuisiapuohjelmia, joiden
avulla he osoittivat useita Windowsin toimintaan liittyvia epoloogisuuksia ja muita kummallisuuksia.

Mark Russinovich aloitti Sivulla yhteistyon David Solomonin kanssa, jonka juuret ulottuvdti@olla
DECille, jossa h&n oli kehitéssa yhdessa mm. sittemmin Microsoftille siirtyneen David Cutlerin kanssa
VMSkayttojarjestelmaad. Solomon erikoistui 9dvulla Windowsamaailmaan ja he aloittivat yhteisen
kirjatuotannon Windowsin sielunelaméaa kasittelevilla teoksilla, tarkeimpana Wintaemnals, jonka

uusittu 5. painos tulee ulos helmikuussa 2009.

Microsoft teki Russinovichille ja Cogswellille kesélla 2006 tarjouksen, josta he eivat voineet kieltaytya, jonka
seurauksena Russinovich toimii nyt nimikkeella Techinal Fellow Wirkkpptidjarjestelmajaostossa.
Kaytannossa hanen vastuullaan on osa jo Windows Vistaan liittyvistéa asioita, mutta ennen kaikkea hénella
on merkittéava rooli Windows 7 ja erityisesti tulevan Windows 8:n suunnittelussa.

Itse arvioin Mark Russinovichin kenties maailrjartavaksi Windowsasiantuntijaksi ja ohjelmoijaksi, joka
on myds aivan erinomainen esiintyja. Han esiintyy lahinna Microsoftin merkittdvimmissa kansainvalisissa
PDCja TechNetilaisuuksissa.

Mista ohjelmat l6ytyvat:

http://sysinternals.com

- ohjaa sinuthttp://technet.microsoft.com/enus/sysinternalsivulle
- voit ladata yksittéisia sovelluksia aihepiireittain

http://live.sysinternals.com

- saat nakyville hakemistolistauksen, josta voi ajaa sovelluksia suoraan, ellei koneellesi ole niita
asennettuna

Suosittelen kuitenkin lataamaan kerralla laajemman kokonaisou8gsinternals Suitpaketin
napsauttamalla ko. linkki&:

Microsoft TechNet

Windows Sysinternals

Library

Utilities What's New Webcasts Teck

= Printer Friendly Version 4k Add To Fz

Utilities ’ \f
Sysinternals Suite L J
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@ Sysinternals Suite - Windows Internet Explorer E‘E‘Q

@O ~ | @ hitpy/technet microsoft.com/en-us/sysinternals/0elBb180-Ob7a-4c49-8120-cd7 52633683 aspx | 4| x || Live Search o -

File Edit View Favorites Tools Help

- ~ 0 v i Page v () Tools v .

Unted States - English+ | Microscftcom~ | Welcome | Signin  ~

ﬁ by [88[- ]@. Big Brother - Uutise... I@‘ IT ja media - Uutise... la Sysinternals Suite X [D Introducing Creden... [

Microsoft TechNet

Windows Sysinternals

Horme Library Learn Downloads Support

File and Disk Utilities Matworking Utilities Process Utilities Security Utilities System Information Miscellaneous

i Printer Friendly Version 4k Add To Favorites (2 send Click to Rate and Give Feedback 7

mn

TechMet * TechCenters *  Windows Sysinternals * Downloads * Allutiites *  Sysinternals Suite

Utilities B
- " . . Download Sysinternals Suite
Sysintermals Suite Sysinternals Suite 3 1 (@ ME)
Utilities Index s
File and Disk Utiites By Mark Russinovich
MNetworking Utlities Updated: October 30, 2008 Top 10 Downloads B
Process Utilities R Process Explorer
Security Utilities Introduction AutoRuns
. The Sysinternals Troubleshooting Utilities have been rolled up into a single Process Monitor
System Infarmation Suite of tools. This file contains the individual troubleshooting tools and help psTools
Miscellaneous Utilities files. It does not contain non-troubleshooting tools like the BSOD Screen Saver
or NotMyFault. PageDefrag

RoctkitRevealer

The Suite is a bundling of the following selected Sysinternals Utilities:

Additional Resources Tepview
Forum AccessChk BqInfo
Site Blog AccessEnum BlueScreen
Sysinternals Library AdExplorer Newsid
Sysinternals Learning AdRestore

Napsauta kohtaa Download Sysinternals Suite. Huomégdéat ne nyt tadssé harjoituksessa

sivu3

Z\SysinternalsSuitkansiosta, kopioi ne sieltd\windows system32kansioon. Jos lataat uudemman

paketin, tallenna se tydasemallesi:

Save As ﬂ
@-\-;,lvl % C_asema (C:) » Download » - | +3 | | Search ol |
‘ Organize v Views + [ Mew Folder
Favontellinks Mame Date modified Type
EI Do—— | 1) Vista_kaappaus.zip 9.2.2008 16:13 Compress
= R o L 2003_x86 29.9,2008 7:11 File Folder
Bl Recent Places |\ New Folder 29.9.2008 6:43 File Folder
Bl Desktop
& Computer
L VM_VAHTI
#2008
Mare =
Folders A m b
File name:  SysinternalsSuite.zip -
Save as type: ICompressed (zipped) Folder v]
= Hide Folders [ Save ] [ Cancel ]

Valitse sopiva tallennusksio ja napsauta Save (Tallenna). Valitse sitten Suorita jne.
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'\../”.\..)\"i‘ <« C_asema (C) » Download » SysinternalsSuite.zip

File Edit View Tools Help

‘ Organize v @- Views v [E) Extract all files

Favorite Links
More »»
Folders
I [ Documents and Settings
4 | Download
L 2003_x86
. Mew Folder
|1, SysinternalsSuite.zip
|4, Vista_kaappaus.zip
[+ 1. Drivers
. B2007
. inetpub
. Intel
e
o MININT
L MP#
. MSOCache
.. Perflogs
./ Progam Files.old
.. Program Files
./ Program Files (xB86)
./ ProgramData

) SQLEXPRESS

v v v v

m

) ] [

Type Compressed size Password protect...

accesschk.exe
304 KB
15.10.2008 9:25
AccessEnum.exe
170 KB

1.11.2006 14:06
AdExplorer.chm
491 KB

— 12.7.2007 6:26

ADExplorer.exe

413 KB
26.11.2007 13:21
ADInsight.chm
392 KB
7112007 10:13
ADInsight.exe
1,00 MBE

20.11.2007 13:25
adrestore.exe
146 KB
1.11.2006 14:05
Autologon.exe
150 KB
1.11.2006 14:06

~4autoruns.chm

3

Valitse Extract all files eli pura kaikki tiedostot.

Select a Destination and Extract Files

Files will be extracted to this folder:

—_—
(&) 21 Extract Compressed (Zi Foldel

chwindows\system32|

Show extracted files when complete

Browsze...

sivu4

Itse puran tassa esimerkikssa ensiksi suoraan ko. Windlansioon, joka sijaitsee ns. polulla eli ohjelmat
voi kdynnistaa mistéahansa. Toinen, kenties sivistyneempi tapa olisi tehdd oma kansio ja sijoittaa ko.
kansio polkulausekkeeseen.
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Copy FiIe_J (S|

There is already a file with the same name in this location.
Click the file you want to keep

< Copy and Replace
Replace the file in the destination folder with the file you are copying:

RootkitRevealer.exe

B| Size: 326 KB
Date modified: 1.11.2006 14:07

< Don't copy

Mo files will be changed. Leave this file in the destination folder:

RootkitRevealer.exe

Q RootkitRevealer (C\Windows\System32)
Size: 326 KB
Date maodified: 23.9.2008 18:47 (newer)

= Copy, but keep both files

The file you are copying will be renamed "RootkitRevealer (2).exe”

[] Do this for the next 94 conflicts [ Skip l [ Cancel ]

Jos kansiossa on vanhempi versio, valitse Copy and Replace ja laita rasti kohtaan Do this for the next xx
conflicts ja suomenkielisessa vexssa vastaavasti (Kopioi ja Korvaa).

Destination Folder Access Denied @
You'll need to provide administrator permission to copy to this folder
L System32
Date created: 2.11.2006 15:34
| ¢ Continue | ’ Skip ] ’ Cancel
Do this for all current items (4 found)

Tarvitset jarjestelmanvalvojaocikeuksia. Huomaat, ettd Vistassa saa valituksen kopioinnin loppuvaiheessa:

F |
Destination Folder Access Denied @
You need permission to perform this action
Lo, System32
Date created: 2.11.2006 15:34
I I
il
Try Again | ’ Skip ] ’ Cancel
[7] Do this for all current items

Valitse Try again huomataksesi ettéd vain Skip auttaa. Tarkista, etta tiedostot l16ytyvat. Ellei kopiointi josta
syysta onnistu, tee sama Administratorin citagossa, jossa se onnistuu 100% varmasti. Eras syy, miksi
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kopiointi ei aina onnistu on se, ettéanhan version paélle kopioitaessa sinulla saattaa olla jo jokin
Sysinternals ohjelma kaytdssa ja ko. tiedostca@oimena.

Esimerkki viel& Administratorin CMRsossa:

xcopy lahde ¢windows system32 /c

Esimerkiksi

xcopyc\sysci\windowd system32 /c

r

BN Administrator: CA\Windows\System32\cmd.exe |EIEI&J

ssnaysslogonsessions .exe
sngystmovefile .exe
nsyshnewsid.exe
snsyswntfsinfo.exe
insyshpagedf rg.exe
=ssyshpagedfrg.hlp
=nsyshpdh.odll
Access denied
nsyshpendmoves . exe

~zys~PHYSHEM.EXE

ssyshpipelist .exe

sz s~ PFORTHON . CNT

“sys~portmon.exe

sz sz~ FORTMOM _HLFP

sgyssprocexp.chm
ShEysNprocexp.exe
ssngyssProcFeatures .exe
Nz ys“procmon .chm
snsysswProcmon.exe
INEYPENpEEXEC .BXE
=nsyshpefile..exe
C=nsyshpesgetsid.exe
nsyswPeinfo.exe
ssyshpskill.exe
ssyshpslist .exe
ssyssps loggedon .exe
ssysspsloglist . exe
sgyshpspasswd..exe
“Eyshpsservice .exe
seysspesshutdown _exe
sngysspssuspend.exe
snsyssPstools.chm
snsysspsversion.txt
:nsyssRegDelNull.exe
=nsyssReghide .exe
INnEyshPEg UMD . eXe
nsyssRegmon . exe
a2z~ REGMON _HLP
ssys“RootkitRevealer.chm
ssys“\RootkitRevealer.exe |
sasyshsdelete.exe
sgyssBhareEnun.exe
sgys~ShellRunas .exe
seyshsigcheck. exe
ShEyshstreams .exe
snsyshstrings .exe
SNEUSNEUNC . EXE
shsysstocpucon.exe
snsyshtocpuview.chm
neyshIopuiew.exe
2wz ys~TCPUIEW._HLP
naysslUolumeid.exe
nsyshwhois..exe
ssyssWinohj.exe
s~z ys~WINOBJ _HLP
IC:vsys™Zoomlt .exe
1?6 File<s)> copied

iC:\Hinduus\system32)_

XP:ssa hmma hoituu paljon yksinké&isemmin!

©2008 Kimmo Rousku. Vain kurssilaisteni ja heidan organisaatioiden sisaiseen kayttoon.



Windows Sysinternalsapuohjelmatharjoitus KRTT Oul9.12.2008 sivu7

Mitka ovat tarkeimmat apuohjelmatc TOP 15

Tassa harjoituksesa kaydaan yli 70 sovelluksesta vain keskeisimmat 15 sovellusta, harjoituksen lopussa on
esitelty kaikki sovellukset ja merkitty ne, jotka ovat ndiden 15 ohella muuten merkityksellisia.

Huomaa, Russinovich paivittaa sovelluksia saanndllisesti joten kaneatesimerkiksi 3 kk vélein tiputtaa
uusin sviitti. Toinen tapa verkkokayttoon on tehda verkkojako, esimerkiisilvelin sys josta on helppo
ajaa naitd apuohjelmia niilla koneilla, joissa sita ei ole poluill@l&kokeillut, mutta teoriassa siihen voisi
mklink-komennolla symbolisen linkin, mutta en ole kokeillut, toimivatko ne verkon yli oleviin kansioihin.

Process exploreg parempi tehtavienhallinta
Komento: procexp(siis procexp.exe)

" b |
Open File - Security Warning ﬁ

Do you want to run this file?

@ Name: ChWindows\system32\procexp. exe

Publisher: Microsoft Corporation
Type: Application
From: C\Windows\system32\procexp.exe

[ R [ Cancel

Always ask before opening this file

potentially ham your computer. Only run software from publishers

I--ﬁ] While files from the Intemet can be useful. this file type can
)
v you trust. What's the risk?

e

Joudut Vistassaalitsemaan valinnan Rupnuoli vasemmalle ja valilyontios ohjelma ei aukea heti
nakyville, 16ytyy se oikeasta alakulmasta-tilaeelta (notification area, huomautusalue):

CPU Usage: 53%

evchost.exe: 0%

Néet taalla tietoa prosessorija muistinkulutuksesta.

Napsauta kuvakkeenuwsella aukaistaaksesi sen kokonayttoon.
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¥ Process Explorer - Sysinternals: www.sysinternals.com [V64i\admin] I ‘ E@ﬁ
File Options View Process Find Handle Users Help
H & =EEM EiNchme - M— 000000 0
Process PID CPU Description Compary Mame -
=] 5] System Idle Process 0 47.06
B Intermupts néa Hardware Intemupts
B DPCs n/a Defered Procedure Calls
£l B System 4
B/ smss.exe 420
.| csmss.exe 452
=] B wininit exe 536
[ B services exe 552 =
= &1 swchost exe 792
| LVPrS64H exe 2060
[m7 ehmsasz.exe 3156 Media Center Media Status Agaregator Service Microsoft Corporation
] COCIManager exe 4364 Camera Control Interface Logitech Inc.
[m7MPAP|3s exe 6016 Mobile Phone AP Mokia Corporation
Flashltil10a exe 6368 Adobe Flash Flayer Helper 10.0r12 Adobe Systems, Inc.
(= |MSTORDB.EXE 37816 Media Catalog Object Microsoft Corporation
.| svchost exe 856 —
1| swchost exe 892
[= &1 swchost exe 940 4853
1| audiodg exe 312
= &1 swchost exe 984
=77 dwm exe 3484 147 Desktop Window Manager Microsoft Corporation
(= 5.1 swchost exe 1004
| taskeng exe 3068
[= 7 taskeng exe 3240 Task Scheduler Engine Microsoft Corporation
7| taskeng exe 26832
1| swchost exe 368
B Slsvc.exe 456
.| swchost exe 584
1| swchost exe 1188
.| aswlpdSv exe 1328
.| ashSenv.exe 1348
.| spoolsv exe 1660
.| swchost exe 1696
.| AppleMobileDeviceServi... | 1504
5| mDMSResponder exe 1548
.| swchost exe 1968
[= 5] LVCSertd exe 2016
[m LVCSerfd exe 3180 Logitech Wideo COM Service Logitech Inc.
| .| LVPrcSrv exe 2036
.| mdm exe 1428 Il
[ NG
D J ,
Type . Mame
CPU Usage: 52.94% Commit Charge: 62.85% Processes: 97

Valitse View |Show Process Tregtkossa pikanappain Ctrl + Tjittale CPUsarakkeen mukaan.
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& Process Explorer - Sysinternals: www.sysinternals.com [V64i\admin] =HRCIHL X
File Options View Process Find Handle Users Help
H @ =5EM [ & s e T
Process PID | CPU Description Company Mame i
= &) svchost exs 540 4853
= 5| System ldle Process 0 4632
& procexpbd exe 24048 254 Sysintemals Process Explorer Sysintemals - www sysintemals.com
i~ OUTLOOK.EXE 45872 0.74 Microsoft Office Outlook Microsoft Corporation
B Intemupts nfa  0.74 Hardware Interupts
[57] dwm exe 3484  0.74 Desktop Window Manager Microsoft Comparation
1| ¥obniService exe 2804
‘B wmpnscfg exe 4512 Windows Media Player Network Sharing Service Confi... Microsoft Corporation =

Kuvasta huomaat, etta jokin svchostissa vie koneessa melkgtrtéosta ja System Idle Process eli
joutokayntion vasta toisena. Huolestuttavaa. Naet, ettéa Outlook kayttaa 0,74%. Jos samaa katsottaisiin
Windowsin omalla tehtavienhallinnalla (Ctrl+vaihto+esc) , nakyma on:

1% Windows Task Manager =HECN X
File Options View Help
Applications | Processes | Services I Performance | Networking I Users |

Image Name User Name CPU  Working ... Peak Working 5... Working Set Delta {(Memory) Memory (Private Working Set) Com *

: System Idle Process SYSTEM 87 24K 24K 0K 24K
taskmar.exe admin o7 14 624K 14 640 K 0K 2948 K
System SYSTEM o5 1540 K 15812K 0K 1300K 1
QUTLOOK.EXE *32 admin 01 183 160K 183 643 K -J48 K 1073765 K 150
WmiPrvSE.exe SYSTEM oo 7468 K 7468 K 0K 2216K
FlashUtil10a.exe *32 admin oo 5 860K 6936 K 0K 1632K 1
WINWORD,EXE *32 admin g 76 124K 84608 K 0K 31524K 4
mmc.exe admin [ilv} 38 936K 38 936K oK 11792K %=
conime. exe *32 admin [ilv} 5 424K 5424K oK 1204K
WMIADAR. exe SYSTEM oo 6068 K 6080 K 0K 1688 K
MNdMSETSrv.exe *32 admin oo 5698 K 5680 K oK 1736 K
iexplore.exe *32 admin oo 103 120K 104 752K 0K 67604 K 101
ieuser.exe *32 admin oo 11 292K 11 44K 0K 3108 K 1
NcRSSrv.exe *32 SYSTEM g 4040 K 4 084K 0K 1000 K

Huomaa, task manager pyorist@® Usarakkeessprosessien ajan ensimmaisesta luvusta, kdidikuiset
pydristetaan 0, vaikka se olisi esimerkiksi 0,74%. Taman takia Task managerin ndkymaan ei kannata tehojen
osalta taysin luottaa. Mika vie SVCHOST.EXEssa melkein 50% tehoa.

Avaa prosessin ominaisuudet hiiren kakkospainikkeella:

Process PID | CPU
SR Ksvch .
2 ] Syste Window 4
2 proc .
ﬁScar Set Affinity...
= i xple Set Priority »
B ¥obr
) wmp Kill Process Drel
| wmp Kill Process Tree Shift+Del
[iw WIN
= B winld Restart
[ B winir Suspend
5 vdac
158 sk Debug
(=7 taske 5
] tasks Properties...
| taske Search Online... Ctrl+M
— ek

ja valitse Proprties. Kokeile jonkin toisgprosessirkohdalla Search Online €lirl+M.
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Ctrl+M avag yllatys, yllatys; MSNhakuun prosessin nimisen haun:

a2
¥ \

-t Q £7 hitp://search.live.com/results.aspx?FORM=DNSAS Bq=wmpnetwk.exe

File Edit View Favorites Tools Help

"::? ol [p"" wrmpnetwk.exe - Live Search l ‘

Live Search | MSN | Windows Live | Hotmail

£ Live Search | wmpnetwk exe E

D Vain sugmi |:| ‘ain kohteesta Suomi

VWWWW  Tulokset 1-10/65 300 - Laajennettu haku
Katso myds: Kuvat, Uutiset, Kartat, Lisda v

WMPNetwk.exe Windows process - What is it?

What are you to do to fix WMPNetwk_ exe related problems? 1. Run Security Task Manager to
check your WMPNetwk exe process 2. Run Registry Booster to fix WMPNetwk. exe related errors
www_neuber. com/taskmanager/processiwmpnetwk exe html - Valimuistissa oleva sivu

wmpnetwk exe - wnpnetwk - Process Information

wmpnetwk exe - wmpnetwk process information Process name: Windows Media Player Network
Sharing Serice

| www_liutilities com/products/wintaskspro/processlibrary/wmpnetwk - Valimuistissa oleva sivu

Toi liutilities.com osaa hyvin kertoa tarkempia tietoja prosesseista.

Palataan prosessin ominaisuuksiin, Ky kaikki vélilehdet. Itse asiassa kaynnista Pasianssi (eng. Solitaire)
ja pelaa sitéd minuutti! Kaiva se taman jalkeen esille ja ota solitairgamaessin tiedot, XP:ssa prosessi on
sol.exe. Palaan tdhan svchost.estrituskykyongelmaan hetken kulutiu

IMAGE, perustietoja, DEP ja ASLR ovat tietotuagioita, kerron niisté lisaa.

rties [
Fﬁo'imfm-exe=3ﬁﬁﬁﬂ ey, [ W W B Y -
— -

Image |Performance I Performance Graph I Threads I TCR/IP I Security I Environment | Sh'ings|
I Image File
. Executable for Solitaire Game
sl {Mot verified) Microsoft Corporation
Version: 5.00.6001. 13000
Time: 21.1.2008 4:51
Path:

C:\Program Files\Microsoft Games\Solitaire\Solitaire. exe

Command line:
"C:\Program Files\Microsoft Games\Solitaire \Solitaire. exe”™

Current directory:
C:\Program Files\Microsoft Games'\Solitaire,

Parent; explorer.exe(3560)

User: VEiadmin
Started:  21:43:49 12.11.2008 Image: 54-bit Bring to Front i
Comment; | | Kill Process

Data Execution Protection (DEP) Status: DEP [l

Address Space Load Randomization: Enabled
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PERFORMANGEuorituskyky, pelini vei jopa melkein 4 sekuntia prosessoriaikaa!Mgisdikeimpéana
private bytes; pasianssi vie noin 70 Mt, virtuaalimuistia hyddynrigtaeilut 200 MtlO-tapahtumia
pasianssilla on varsin vahan.

;ﬂj Solitaire.exe:36660 Properties | [ e
Image | Performance | performance Graph I Threads I TCR/(IP I Security I Environment | Strings |
cPU 1o
Pririty 8 1O Priority MNaormal
Kernel Time 0:00:01.809 Reads 61
User Time 0:00:01.981 Read Delta i
Total Time 0:00:03, 790 Read Bytes Delta 0
Cyiles 13 173617 244 Writes 11
virtual Memary Write Delta o
Private Bytes 68 388 K Write Bytes Delta 4]
Peak Private Bytes 70 392K Cither 1711
Virtual Size 215612K Cther Delta a
Page Faults 26 275 Cther Bytes Delta 0
Page Fault Delta 8 Handles
Fhysical Memory Handles 208
Memary Priority 5 GDI Handles 42
Working Set 54830 K USER Handles 25
WS Private 45 630 K J
WS Shareable 19 000 K
WS Shared 11 744K N
Peak Working Set 66 660 K
[ oK ] [ Cancel ]
—

PERFORMANCE GRARtikeimmat edelliset asiat graafina, vie hiiri jonkin piikin kohdalle niin saat
tarkempia tietoja siita, esimerkiksi kdynnistyksessa nakyva piikki vei tehoa huikeat 17, 79%

+|| Salitaire.exe:36660 Properties =RACIHL X

Image I Performance | Performance Graph |Threads I TCR/IP | Security I Environment | 5h’ings|
CPU Usage

CPU Usage History

Private Bytes  Private Bytes History

140 Bytes 1/0 Bytes History

OK ] ’ Cancel

©2008 Kimmo Rousku. Vain kurssilaisteni ja heidan organisaatioiden sisaiseen kayttoon.



Windows Sysinternalsapuohjelmatharjoitus KRTT Oul9.12.2008 sivul2

THREADGsdikeet kertoo, misté ja miten pasianssi oikein toif@iispendilla voit keskeyttda prosessin ja
sen jalkeen suspendin tilalle tulevalla resuk@mmennolla jatkaa.

#|| Solitaire.exe:36660 Properties l é@g

| Image | Performance | Performance Graph | Threads |'I'CPﬂP I Security I Environment | Strings|

Count: 9
TID | CPU | Cycles Dekta Start Address
36720 16 743 864  Solitaire exe+1:50349
36656 d3d5.dll! Direct 30 ShaderValidatorCreate 9+xB611c
33852 DSOUND dil+Qx12e0
37656 441132 DSOUND dil+Ix1eel
37240 1612464 Soltaire exe+k5e888
37340 RPCRT4.dll!NdrComplexAmayMarshall-+k6 10
30132 4169 844 DSOUND dil+(xddcd
36180 nvd 3dumee dil'QuenyOglResource +{kx 124420
22120 rvd 3durec dll |GuenOglResource +{k 124420
Thread ID: 36720 stack || Moduke
Start Time: 214349 12.11.2008
State: Ready Base Priority: 3
Kernel Time: 0:00:01.934 Dynamic Priority: 8
User Time: 0:00:02.080 1/ Priority: Mormal
Context Switches: 357 835 Memiory Priority: 5
Cydes: 14 233 578 044

Pelasin taas hetkeqmita tietoa eli eroja l16ydat?

r
#] Solitaire.exe:36660 Properties e e é@g
| Image I Performance I Performance Graph | Threads |'I'CPﬂP I Security | Environment I Stringsl
Count: 10
TID  CPU CyclesDelta Start Address
36720 13 862 664 Solitaire.exe+x30949
36656 d3d5.dll!Direct 30 ShaderValidatorCreate 3+ 861 1c
33852 DSOUND dil+Ix1eed
| A7ERE 438312 DSOUND di+Ix1eel
Arx4n 1440512  Solitaire exe+x5e 888
37340 RPCRT4.dIl'NdrComplexAmay Marshall+6 10
b amaz 4513404 DSOUND dll+beddcd
. 36180 rivd 3durme dil'GuenyO gl Resource+a 124420
22120 rvd 3durree dil'GuenyO gl Resource+ka 124420
44364 nitdll.dll'Etwp Motification Thread
! Thread ID: 36720 stack || Modue
Start Time: 21:43:459  12.11.2008
State: Ready Base Priority: 8
Kernel Time: 0:00:02,.324 Dynamic Priority: 8
User Time: 0:00:02.667 1O Pricrity: MNormal
Context Switches: 485 388 Memory Priority: 5
Cycles: 18 000 946 380
Permissions ] ’ Kill ] ’ Suspend ]

Lo J[ o |
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STACK sovellukserpino kertoo, mita se parhaillaan tekee, ongelmaselvityksessa kannattaa katsoa juuri
tanne:

® ' Stack for thread 36720 [

0 mtdll.dil'Mt DelayExecution+a

1 kemel32 dl!SleepEx+88
2 Solitaire exe+k313d4

3 Solitaire e+ k31154

4 Solitaire exe+22%a6
5
&
7

Soltaire exe+k307bb
kemel 32 dll!Base ThreadInit Thunb:+kd
mtdll.dll!Rtl User Thread Start -+ 1

Copy

MODULEKkertoo valitsemasi sovelluksen / dll:n tarkempia tietoja:

%, Solitaire.exe Properties ﬁ

General |C:-::m|::a'cit:-il'rt3.r | Securty | Details | Previous Versionsl

'l d'i Solitaire exe

Type of file:  Application {.exe)

Description:  Executable for Solitaire Game

Location: C:“Program Files'Microsoft Games'\Solitaire
Size: 739 KB (757 248 bytes)
Size ondisk: 740 KB (757 760 bytes)

Created: 21 tammikuuta 2008, 4:51:11
Modified: 21 tammikuuta 2008, 4:51:11
Accessed: 21, tammikuuta 2008, 4:51:11

Atibutes:  [T|Hszdoniy [ Hdden

[ ok || Ccancel Apply
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TCP/R; pasianssi g pitaisi¢ kayttaa verkkoliikennetta. Ellei sinulla oles@&lainavoimena, avaa se ja kay
katsomassa sen tcpfipdlilehti. Palaa sitten takaisin.

+|| Solitaire.exe:36660 Properties @Eﬂ

| Image I Performance | Perfarmance Graph I Threads | TCR/IP |Securit\-I I Environment I Shings|

Besolve addresses

Proto...  Local Address Remote Address State

[ OK. ] [ Cancel ]

SECURITkenella on oikeuksia, permissicpainikkeella voi muuttaa oikeuksia.

+| Solitaire.exe:36660 Properties (oo 0

| Image I Performance I Performance Graph I Threads I TCR/IP | Security |Environn1ent I Strings|

ser: Va4i\admin
5ID: 5-1-5-21-4114757573-530477275-2989592243-1000

Session: 1 Virtualized: No
Group Flags il

BUILTIN‘Administrators Dery __

BUILTINUsers Mandatory 3

Everyone Mandatory

LOCAL Mandataory i

Logon SID (5-1-5-5-0-263236) Mandatory

Mandatory Label*Meadium Mandatory Level Integrity "

NT AUTHORITY \Authenticated Users Mandatory -

Group SID: nfa :
a% Privilege Flags R
— SeChangeNotifyPrivilege Default Enabled

Selncrease\Working SetPrivilege  Disabled

SeShutdownPrivilege Disabled

SeTimeZonePriviege Dizabled

Selndock Privilege Disabled

Permissions

oK ] l Cancel ]
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ENVIRONMEN]prosessille nakyvissa olevat ja kaytdssa olevat ymparistomuuttujat

+|| Solitaire.exe:36660 Properties |E|E|i‘]

Image | Performance | Performance Graph | Threads | TCR/IP | Security | Environment | Strings

User: VE4itadmin
SID: 5-1-5-21-4114757573-530477275-29895592243-1000

Session: 1 Virtualized: No
Group Flags -
BUILTIN \Administrators Dery L
BUILTINUsers Mandatory 3
Everyone Mandatory
LOCAL Mandatory
Logon SID {S5-1-5-5-0-263236) Mandatory
Mandatory Label'Medium Mandatory Level Integrity
NT AUTHORITYAuthenticated Users Mandatory -
Group SID: nfa
a% Privilege Flags
— SeChange NotifyPrivilege Default Enabled
SelncreaseWorkding Set Privilege  Disabled
SeShutdown Privilege Disabled
SeTimeZonePrivilege Dizabled
SelndockPrivilege [Dizabled
[ Permissions |
|
| | QK. | | Cancel |

STRING¢ nayttdd ohjelman siséltamia tekstimerkkijonoja, talla voit kaivaa esimerkiksi Windows Update
toiminnosta vastavasta wuauclt.exgosessita mielenkiintoisia, taysin dokumentoimattomia valitsimia.
saat saman toiminnon aikaan crisossa stringgkomennola.

Kokeile siis CMiasossa:

o o S |

BN C\Windowshsystem32\emd.exe

C:wroedwwindowsssystem32

C:sWindowssSystemd2»strings wuanclt.exe > xtmpxw.txt

C:sWindowssSystem3d2>type #tmpxsw.txt

Hankala lukea nayttssa? Kokeile notepad %otk st
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File Edit Format View Help

JDetectMNow
Global'windowsUpdateTracingMutex
HWINDIR

Windowsu date.1ug

SOFTWARE\Microsoft'\Windows \Currentversion'windowsUpdate'\Trace
SReportNow

JRunHandl erComserwver
JRUNSTOreAsComserver
/showsettingsbDialog

JResetauthorization

J/ResetEulas

/showwu

/ShowwindowsUpdate

/ClosewindowsUpdate

/selfupdateManaged

/5selfupdateunmanaged

JUpdatenNow

/Demout

wuauclt. exe launched with command Tine %s
Launched Client UI process

wua$c1t.exe is exiting with code Ox%08X
Perf,

Mitdkohan tekevat yo. valitsimet:

K NB LJ2 NI y 2 d¢ kokeillaaR:S Y 2 dzA

C s WindowssSystend2 >vuauc lt Ademoni

C:sWindows~Sustemd2 >

Osui ja upposi:

e B B e S ISR ¥ N VICICO LN

l@l Updates are not being installed automatically

" Click to choose how Windows can install updates.

)
W G 212

¥~ B-"700-0% f 5%
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Palataan takaisin pasianssin merkkijonoigtdaltakin sa#aisi l6ytya kaikkea mielenkiintoista, jos olisi
aikaa tutkia:

| Salitaire.exe:36660 Prﬂpertl'e‘s- LEIEI@

| Image | Performance | Performance Graph | Threads | TCR/IP | Security | Environment| Strings |

Printable strings found in the scan:

Tips“Styles White'\ Tip Style xml -
Tips*Styles'\Red"TipStyle xml [
Tips"Styles'Green' Tip Style xml

141554IChangeApplSelect Card Deck.// Label above top listview

142008/ChangeApplSelect Background// Label above second listview

|46130iChange Appl&Randomly choose deck and background// Checkbox for mndom selection

PNG

StatisticeDialog::Show() - Unable to load the menu image

|545281SOL_LOSTIScore: %1/ The score string displayed for scoring modes.

1554 38ISOL_LOSTIHigh score: %1// The score string displayed for scoring modes.

|55765ISOL_LOSTIDate: %1

434001SOL_LOSTITime: %1 seconds.//Specified the number of seconds playing this game

|59968ISOL_LOSTITime: -//Default value for nontimed games

|518551SOL_LOSTiSames played: %1!d!// Shows the number of games played.

47827S0OL_LOSTiGames won: %11d!// Used to display the number of games won.

163518ISOL_LOSTIWin percentage: %11d!%%// Used to display the percentage of games won.

OptionsDialog:: SetCard DrawMum() - Invalid card draw mode %d

OptionsDialog::Set Score Type() - Invalid scoring mode %d

16001 OISOL_STATS|Solitaire Statistics - %1/ /statistics dialog title (with usemame)

1600111SOL_STATS|Solitaire Statistics//statistics dialog title (no usemame)

141605ISOL_STATSIStandard timed

|600261SOL_STATSIStandard nontimed -

@ Image ) Memory [ Save ] [ Find ]

90 LINN&S YdzdziGF YFlIYy 1dAGSYy1lrFYy StA GSTSYNNYy 2YAl
sen jalkeen 64ittisen pasianssin tiiviste ei tdsmaa ja se ei toimi lainkaan, aamalariassa. 3Dittisessa
saattaisi toimia, en ole kokeillut.

Niin, miksi svchost.exe vie 50% koneen tehoista? Jokin naista sekoilee:

B svchost.exe:940 Properties % E@g
| Image I Performance I Performance Graph | Services |Threads I TCR/TF I Security I Environment I 5trings|

% Services registered in this process:

Service Display Name Path

AudioSry Windows Audio C\Windows'\System 32" Audiosrv dll

Dhep DHCP Client C\Windows'system32\dhcpesve dll

Ewvertlog Windows Event Log C\Windows'\System32'wevtsve dl

Imhosts TCP/IP MNetBIOS Helper

WECSVC Security Center C:\Windows\System32'wscsve dil

4 T | 3
Manages audio for Windows-based programs. I this service is stopped, audio devices and effects will not function propedy. I this service is
disabled. any services that explicitly depend on it will fail to start

[ QK ] [ Cancel
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Valitettavasti Stack ei osaa kertoa enempgdaisaalta kone oli tdssa vaiheessa jo muutenkin outo,
esimerkiksi tehtavienhallinta (task manager) ei suostienidd aukeamaan lainkaaBuutti auttoi.

-
B ' svchost.exe:940 Properties- li@il
| Image I Performance | Performance Graph | Services | Threads |TCPI[P | Security | Environment | Strings|

Count: 38

TID CPU | CSwitch Defta | Start Address |~

2232 51.95 2757  ntdll dI'RtlUserThread Start L

8664 87 ritdll dil'RtlUserThread Start 1
61384 78 rtdll di'RtlUserThread Start

52256 0.72 22 ritdll dil'RtlUserThread Start

2228 2 ntdll dI'RtlUserThread Start

4992 ntdll.dll!RtlllserThread Start

964 0

544 ritdll dil'RtlUser Thread Start

56184 ntdl dll!RtlUserThread Start

43064 ntdll dll!RtlUserThread Start

ncr n.n i
Thread ID: 2232 - 5 [ stack |[ Modue
Start Time: 17:58:30 11112008 | Tocess Bxplorer
State: Ready Bast
Kermel Time: 0:00:25.708 Dy .:I Unable to access thread
User Time: 7:18:08.867 Ifa ’
Context Switches: 16 012 808 Men

Cydes: nfa

l
W [ Kill ] [ Suspend ]
[ oK ] [ Cancel ]

Muut hyodyllistéd Procexpohjelmaan liittyen:

S&aada asetusta Options | Difference Highkight Duration:

¥ Process Explorer - Sysinternals: www.sysin

File | Options | View Process Find Har
E Always On Top
Procs @ Replace Task Manager
By Hide When Minimized
fo_ Allow Only One Instance
=N R Confirm Kill
iy cpu History in Tray Icon
F v /O History Tray Icon
= ._w Verify Image Signatures
.: Configure Symbaols...
Ell_ Configure Highlighting...
Difference Highlight Duration...
g Font...
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Kasvata maksimiarvoon eli 9:

S

Difference Highlighting Duration

Different Highlight Duration:

9

Y .
= second(s)

| oK

] [ Cancel

)

Hyvéaksy Ok. Jatkossa jokainen uusi prosessi nakyy vihredna 9 sekunnin ajan oletuksena olevan yhden
sekunnin sijaan ja jokainen sulkeutunut prosessi nakyy punaisena yhdeksan sekunnin ajan.

Kaynnista uusi pasianssi ja odogdta se nakyy procmonissa vihreana ja sulje sen jalkeen prosessi:

= i explorer.exe 3140 Windows Explorer Microsoft Corporation
& MSASCui exe 3480 Windows Defender User Interfface Microsoft Corporation
Ij rundll32 exe 3868 Windows host process (Rundll32) Microsoft Comoration
._] rundll 32 exe 1660 Windows host process (Rundll32) Microsoft Corporation
[§; sidebar. exe 4060 Windows Sidebar Microsoft Corporation
& PcSync2 exe 4064 PC Sync Time Information Services Lid.
ll.ij PCSuite exe 3528 Mokia Launch Application Mokia
(= ehtray exe 3156 Media Center Tray Applet Microsoft Corporation
{Jco‘u’oo.eme 4508 ooVoo oo'Voo
= ﬁboinmgr.m 5108 BOINC Manager for Windows Space Sciences Laboratory
;’:ibninc.exe 1152 BOINC client Space Sciences Laboratony
‘%OSDEx.axe 4152 Dialog Box Assistant Application Heletrie™
Ehwmpnscfg.exe 2360 Windows Media Flayer Metwork Sharing Service Confi... Microsaoft Corporation
i~ OUTLOOK EXE 5300 Microsoft Office Outlook Microsoft Corporation
= [iw, WINWORD.EXE 6420 Microsoft Office Word Microsoft Corporation
"] splwow6d exe 2116 Thunking Spooler AP1S from 32to 64 Process Microsoft Corporation
|\ mspaint.exe 7844 Paint Microsoft Corporation
(= O procexp exe 803z Sysintemals Process Explorer Sysintemals - www sysintemals .com
2 procexp B4 exe 8152  2.14 Sysintemals Process Explarer Sysintemals - www sysintemals .com

Huomaat, ettéd pasianssi nakyy selvasti erottuvana punaisena lopetuksen jalkeen 9 sekunnin ajan.

Mistéa tunnistan jonkin sovelluksen tai prosessin kayttoliittyman avulla?

Napsauta kuvass@A A YSA A4Sy N Yy Nl &OINN

ONKGNAY OGN

6CAYR

se pohjassa, viihtain kayttolittymassa haluamaasi kohtaan ja vapauta painike. Procexp palaa nakyville
seka nayttaa prosessin, jonka alaisuudessa valitsemasiakkimii. Huomaat pian, etta valtaosa toimii
explorer.exe eli kayttoliittyman alaisuudessa. Eniten tastéd on hyotya silloin kun saat nayttéon

virheilmoituksen, josta ei heti saa selvad, mihin sovellukseen se kuuluu.

o Process Explorer - Sysinternals: WW.SE]ntEfﬂalS.EC
- - s

Eile Options View Process Find Handle Use
| 2 =650 & K| S
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Saada esitettavia saraketietoja

Valite View | Select Columns:

29 Process Explorer - Sysinternals: www.sysinternals.com [V64i\admin]

KRTT Oul9.12.2008

Eile Options [E'rew] Process  Find

Handle Users Help

=IEE
Process

B ash
B1spo
B svch
5 App
E|mD
B sveh
= L
:IIE]
B LVA
B mdm v
R
B sveh
= 5] savy
Xk
RE: D
B sveh
B vda
B svel
5 5ea
] ¥ob
Bash

LA~

System Informati

on..

Show Process Tree

Show Processes From All Users

Show Fractional CPU

Show New Processes

Show Unnamed Handles and Mappings

Opacity

Show Lower Pane

Lower Pane View

Refresh Now
Update Speed

Organize Column Sets...

Save Column Set...

Load Celumn Set

Select Celumns...

Ctrl+I

Ctrl+T

Ctrl+L

F5

4

4

Prosesseista voi pyytaa esitettavaksi kaiken:

r

Select Columns

(8 o

| Process Memory I Handle I DLL

ser Name
Description

Version
Image Path

I NET I Status Bar I

Process Image

Process Peformance

Process Mame
PID {Process Identifier)

Company Mame
Verfied Signer

Image Type (54 vs 32+it)

Select the columns that will appear on the Process view of
Process Explorer.

[¥]Window Tl
Window Status
Session
Command Line
Comment

DEP Status
Integrity Lewvel
Vinualized
ASLR Enabled

[ ok

] [ Cancel
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Prosessien suorituskyvysta ei oletuksena kannata kaivaa kaikkea esille:

Select Colurnms R che |

Process Memany I Handle | DLL | .NET | Status Bar | I
Process Image | Process Performance

Select the columns that will appear on the Process view of
Process Explorer.

[¥]CPU Usage [¥]CPU Time

CPU Histary Threads

Start Time Handle Count

[] Context Switches [] Context Switch Deltta
CPU Cycles [TCPU Cycles Deltta

Ease Priority

[ 1/0 Reads [11/0 Read Bytes

[[] 140 Detta Reads [[11/0 Detta Read Bytes
[T 140 Writes [T 1/0 Wirte Bytes
1140 Delta Wiites 71140 Delta Write Bytes
[ 140 Cther [T1/0 Other Bytes

[T 140 Detta Other []1/0 Detta Cther Bytes
[T] 140 History [11/0 Detta Total Bytes
[CT1/0 Prierity

[ ok || Cancel |

Jos haluat seurata, mitk& kuluttavat eniten muistia, voit valita Private bytes ja huippuarvo® iesk
bytes:

Select Colurmn R e |

| Process Image | Process Peformance I
Process Memory | Handle | DLL | NET | Status Bar

Select the columns that will appear on the Process view of
Process Explorer.

[] Page Fautts [7] Page Faut Detta
Private Bytes s

[ ] Private Delta Bytes [ Private Bytes History
[ Wirtual Size [7] Memary Priorty

[ Minimum Working Set [] Madimum Working Set
[ Working Set Size [ Peak Working Set Size
[7] WS Shareable Bytes [T] WS Shared Bytes

[ WS Private Bytes

[7]GDI Objects [T1USER Objects

[ ok || cancel |

Muita valilehtien asetuksia emme tassa saada.
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Korvaa Task Manager eli tehtavienhallinta

Tehokas keino alkaa kayttéa ohjelmaa on sijoittaa se tehtévienhallinnan tilalle, valitse Options | Replace
Task Manager. Samasta kohdasta voit pakautakaisin oletuksenLaita asetus padlle ja lopeta procexp.
Kokeile sen jalkeen Ctrl+vaihto+esc.

i;? Process Explorer - Sysinternals: www.sysinternals.
File View Process Find Handle U

= Always On Top
Proce Replace Task Manager

( Hide When Minimized

Ja aikanaan tarvittaessa palautus:

8% Process Explorer - Sysinternals: www.sysi
File View Process Find Han
= Always On Top |

Proce 4.  Restore Task Manager
r Hide When Minimized |

Huomaa, ettéd saa *millaédn* tavalla ajettua task manageria, jos yritat kdynnistaa sovellusta taskmgr.exe.
Kikkaillaanpas hieman ja opiskellaan lisaa pikakuvakkeiden hallintaa. Kopioi
c\windows\ system32taskmgr.exenimelletehhal.exeja suorita se. Aukeasormaalisti!

BN Administrator: CA\Windows\system32\cmd.exe |E|E|ﬁ

Microsoft Windows [Uersion 6.0.608011
Copyright <c> 2886 Microsoft Corporation. All rights reserved.

C:sUWindowsssystemd2 >copy taskmgr.exe tehhal.exe
1 file<s> copied.

C:sUWindowsszsystem32 >tehhal.exe

C:sUindowsssystemd2 >

b

Tee taman jalkeen ty6pdydalle pikakuvake, johon lisdat komennoksi pelkan tehhal.exe ja anna sille vaikkapa
nimeksi Tehtavienhallintq original:
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-

Tehtdvienhall
inta - eriginal

Tarkista etté se toimii. Avaa pikakuvakkeen ominaisuudetyata kohtaan pikan&ppain eli shotit key
esimerkiksi Ctrl + Vaihto + § napauttamalla kyseista nappainyhdistelmaé:

Tehtavienhallinta - original Properti

Details | Previous Versions
| Shorteut | Compatibility

% Tehtavienhallinta - original

Target type: Application

Target location: System32

Target: “Windows'System 32\tehhal exe|

Start in: CAWindows'\system32

Shortcut key:  CTRL + VAIHTO = §

Bun: [ Nomal window e ]

Comment:

COpen File Location l [ Change lcon... ] l Advanced... ]

Napsauta ok. Kokeile, se toimii useimmiten, mutta ei ihan aina, riippuu siis siitd, mika kayttéliittyman osa
sinulla on aktiivisena.
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Loistava System informatiofikkuna

Olet jo varmaan ehtinyt miettimaan, mité ylareunan kuvaajat esittavat, napsauta jotain kuvaajaan osa
aluetta:

L% Process Explorer - Sysinternals: www.sysinternals.com [V64i\admin] ﬂlﬂ_hj
File Options View Process Find Handle Users Help

B o=@+ ae NN = I

Napsautettuasi saat esille uuden ikkunan:

N&et nyt niin ylimmaisesta muistijanasta, keskimmaisesta muistin kulutuksesta kuin alimmaisesta i/o

janasta myds mahdollisen piikin tai laskun aiheuttajan viemalla hiiren kuvakkeen piikin kohdalle! Todella
loistava ominaisuus.
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