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Taman harjoituksen ja ohjeen tarkoitus on kayda lapi AD-ympériston toiminnan kannalta keskeiset
asiat ja varmistaa siten ympaériston mahdollisimman luotettava toiminta.

AD-tarkistuslista asentamisen jalkeen

Buutattuasi DC-palvelimen asennuksen jalkeen, suorita seuraavat toimenpiteet — voit ajaa ne
tarkistuksen omaisesti myds milloin tahansa muulloinkin.

Ota etatyopoytayhteys admin-tunnuksella palvelimella

1. Tarkista etta valvontatyokaluihin (Administrative tools) ovat tulleet uudet AD:n hallintavalineet

&E #ctive Directory Domains and Trusts

@ fctive Direckary Sites and Services o . .

) izt Bioe o U o Ge s 2. Kaynnista t0|m|a_lueen Actlve_ Directory Users and_

B Component Services Computersﬂ— helpoin tapa on Wlndows + R: dsa.msc ja

) Computer Management tarkista ettd se aukeaa ja kansiot aukeavat

Configure Your Server Muista — XP-ty6asemaan saat samat ohjelmat

Sd Data Sources (ODEC) ajamalla 2003-asennusrompulta

£ Distributed File System \i386\adminpack.msi — tai muihin palvelimiin,

@ Domain Controller Security Policy jOiSS& ei ole esmes DC/DNS/DHCP toiminnassa

@ Domain Security Policy:

-f-f Active Directory Users and Computers

@ Fil=  Action  Wiew  Window  Help

&= BHm B ERE R el@iava T

I:l Saved Queries :I kurssilocal 24 objects
E‘@ kurssi.local Mame | Tvpe | Description |

e[ Buikin (_JEuikin builtinDomain
D CDI‘I‘lD!.ItEfS [:ICDmputers Zonkainer Default conkainer For upgr. ..
% E;l:e?l:;eiztrrituns:;ci als Domain Cont,.. Organizational ... Defaulk conkainer For dom...
@ Tulth‘gru:u ¥ a DFDrEignSEtur. .. Conkainer Default conkainer For secu. ..
|:| Lsers (&3] TukitPro Qrganizakional ...
@ W10 [Ausers Zonkainer Default conkainer For upar. ..
@ W1z (&lws10 Organizational ...
@ w513 (&5 w512 Organizational ...
-8 wsl4 (Zlws13 Organizational ...
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3. Tapahtumienvalvonta

Katso tapahtumienvalvonnasta (eventvwr) kaikki kuusi lokia vaarallisimpien punaisten virheiden ja
vaarattomampien keltaisten varoitusten varalta.

H Event ¥iewer !Iil E
File  Action Yiew Help

IR

Ewent Viewer (Local)

MName | Twpe | Description | Size
' Application Lag Application Error Recards 3,0ME

Cirettars Servi Log Security Audit Records 15,0 ME
2| Lirectary Service Log System Error Records 8,0 MB
DNS Server
. L ) Log Custom Log Error Records 512,0KE
File: Replication Service
Log Custom Log Error Records 320,0 KB
File Replication Service Log Custom Log Error Records 64,0 KB

Helpoiten teet tdman ottamalla lokin ominaisuuksista (oikea painike | properties) rastin pois
kohdasta information:

System Properties ﬂ
General  Filter |
Ewent types
¥ Success audit
v Wwarring [V Failure audit
¥ Enmar
Event source: I [&l) j
Categony: I [&l) j
Event |D: I
Uszer: I
Computer: I
Erom: | First Event || BT | =
Too |LastEvent || (BT | -
Bestore Defaults |

QK I Cancel | Apply |
Tee tdma sama kaikille lokeille.

H Event Yiewer (_ O}
File  Action Wew Help
e~ B @
@ Event Yiewer {Local) System  Filkered view showing 124 of 443 event{s)
Type | Date | Time | Source Categor Event | User | Computer | ;l
& ‘Warning 19,9,2008 12:04:41 Mrx3mb Mone 3019 MiA 200348 L
‘Warning 19,9,2008 11:35:27 Mr=3Smb Mone 3019 IS 200348
Error 19,9.2008 11:26:42 TermServDevices Mone 1111 IS 200348
= . L . QError 19,9, 2006 11:08:19 Term3ervDevices Mone 1111 IS 200348
File Replication Service .
Q Errar 19.9.2006 11:07:18 TermServDevices Mone 1111 MIA 20034
Q Errar 19.9.2006 11:01:33 TermServDevices Mone 1111 MIA 20034
Q Errar 19.9.2008 10:43:27 WolSnap Mone g IS 20034
& ‘Warning 19,9,2008 10:38:06 MrxSmb Mone 3019 M/A 200348
& ‘Warning 19,9,2006 10:38:04 M3k Mone 3019 MiA 200348
mFrmr 19.9.200NA 13758 TrrmSArDRviras Mnne 1111 MTA 20030 LI

Tilanne ei pitéisi ndyttaa tallaiselta vaan ainoastaan sinisia information-ilmoituksia!
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H Event Yiewer (_ O}
File Action Wiew Help
P | |2
@ Ewvent Wiewer {Local) Direckory Service 31 event(s)
Application Type | Date | Time SOurce | Categor: Ewent | Lser | Compuker =
@Information 19.9.2006 2039 NTDS ISAM online 0., 701 Mfa 200348
@Information 19.9.2006 F20:35 NTDS ISAM online D... 700 Mfa 200348
3 @Information 15.9.2006 16:24:59 MTDS General Directary... 2039 ws2l 20034 b
Eillisp\s:;lrc:tion corice @irformation  18.5.2006  15:20:38  NTDS I54M orlineD... 701 MA 20034
- @Information 153.9.2008 1520035 MTDS ISAM Online D,.. 700 MfA 20034
@Information 15.9,2008 15:20:34 MTDS General Global Ca... 1869 ANOMYMOUS L., 20034
@Information 18.9.2008 15:06:04 MNTDS General Service C... 1394 ANCONYMOUS L., 20034
@Information 153.9.2006 1510534 MTDS General Setvice C... 1000 AMNOMNYMOUS L., 20034
@ Information  18.9.2006 150502 MTDS ISAM Table/Cal... 612 M 20038
() 1rfrrmatinn 158.9. 20N/ 150507 MTS TSARM Tahlefcnl...  A09 [IFY 2ON34 LI
| |

Kaikista tarkeintd AD:n kannalta on se, ettd Directory Service ja DNS Server ovat ok:

H Event Yiewer (_ O}

File  Action Wew Help

€ o |Em] @

@ Ewvent Wiewer {Local) DS Server 5 event(s)
application
3| Security

Source

omputer

¥ ) B warning 18.9,2006 12:54:56  DMS Mone 062 M 20038
g:;:‘;z:‘;:re“"ce B warning 18.9.2006 12:54:52 DS Hore 7062 MjA 20034
File Replcation Service B warning 15.9,2006 12:54:48  DMS More 62 A 20034

- @Information 15.9.2006 12:51:49 DhS Mone 2 MIA 20034

Vaikka tuossa on kaksi keltaista, ylin sininen “kuittaa” edelliset ongelmat eli no hété.

Jos 16ydat huolestuttavia uusia ilmoituksia, saat niista lisatietoja joko googlella tai
www.eventid.net. Kokeile myo6s ilmoituksesta aukeavaa Microsoftin omaa ohjetta, johon on linkki
aivan Description kohdan lopussa.

Event Properties

Event |

Date: Source:  DMNS

]
Time: 12:54:56 Categary: Mone
_+ |

Type: Wiarhing Event|D: 70E2
Uszer: M A
Computer, 20034,

Description:

bt that the primary DMS for the subzone, has any incorect NS record ;I
pointing back at this server. If this incorrect NS record is cached at this
semver, then the self-send could result. IF found, the subzone DMS

server admin should remove the offending NS recard.

rou can use the DNS server debug logging facility to track dovn the
cauze of this problem.

Faor more infarmation, see Help and Support Center at

hittp: ##qo. microzoft com.fwlink/events. asp. hd

Data: & Byptes  Words
0ooo: 50 25 00 00 PE__ ;I

u] 4 I Cancel | Apply |



http://www.eventid.net/
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I[=1 3

(D Help and Support Center

. QO .

Back Forward Home:

search [NNENGNGENNE B

Sef search options

Index Favorites  History

@

Support  Cprions

@ Help and Support Center

Window r 2003, Standard Edition

e 8 s

L4
Add to Favorites  Change Wiew  Print... Locate in Contents

[ et Remate Assistance =
[ @et help Fram Microsoft .

Details
[ Wisit the Windows Server Community

Product: Windows Operating System

Event ID: 7062 bz

Source: DNS

Yersion: 5.2

Symbolic Name: DMNS_EVEMT_SELF_SEND

Message: The DNS server encountered a packet

addressed to itself on IP address %1, The

packet is for the DNS name "%2", The
See Also packet will be discarded, This condition
usually indicates a configuration error,
[ About Suppart:
Check the following areas for possible self-

send configuration errors:

[ Advanced System Information 1) Forwarders list, (DNS servers should

not forward to themselves),

2) Master lists of secondary zones.

30 Notify lists of primary zones, LI

[ My Computer Infarmation

[ Swstem Configuration Utility

Taalta 16ytyy kanssa usein apua.

Directory Service Properties ﬂ |

Gereral |Filter |

Display name: IDirEDtDr_l,l Service

Log narme: IE: WA DOM S epstern32hconfight TDS. E vt
Size: E4.0 KB [B5 B3E bytez]

Created: 18, syvskuuta 2006 12:44:25

odified: 18, gypgkuuta 2006 15:04:03

Acceszed: 18, sppzkuuta 2006 15:04:09

—Log zize

Maximum log size: |32?E=31 _I? KB

Yw'hen masimum log size iz reached:

* Ovenwiite events as needed

" Owenwrite events older than I? E dapz

" Do pot ovenarite events
[clear log manually]

[ Using a low-speed connection Clear Log |
] I Cancel | Apply |

Festore Defaults |

Kasvata myos kaikkien lokien koko vahintdan 32 megatavuun, jos tapahtumia tulee enemman,
tarvittaessa vaikkapa 40-50 megatavuun.
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4. Palvelimien sijainti oikeissa toimipaikoissa

AD:n oikeaoppisen toiminnan kannalta jokaisessa toimipaikassa kannattaisi useimmissa
tapauksissa sijaita oma DC-palvelin. Mikéli toimipaikan koko on pieni tai tietoliikenneyhteys
toiseen DC-palvelimen siséltdvaén paikkaan on nopea, ei DC-palvelinta vélttdmatta tarvita.

Joka tapauksessa olemassa olevat palvelimet pitéé sijoittaa olemassa oleviin ip-aliverkkoihin ja

mahdollisiin toimipaikkoihin.

AD Sites and services-ohjelma.:.

Katso Active Directory Sites and Services ja sieltd Default-First-Site-Name ja varmista etta

asennettu palvelin 16ytyy sieltd. Kurssin tapauksessa sielld lukee jo Kurss.

Luo Subnets-kohtaan tarvittaessa puuttuvat aliverkot ja liséa / uusi palvelin & tarkista ettd muut

palvelimet sijaitsevat oikeissa toimipaikoissa (site).

I Active Directory Sites and Services

= | BEmE X HE| @

<

E|[:| Subnets
- ]E 192,168.101.0/24

Oikea
painike:
New
Subnet

Active Directory Sites and Services [Z | Kurssi 4 objects

[arne | Tvpe | Descripkion |

[:IServers Servers Container
Eﬂucensing Site... Licensing Sike 5.,
@NTDS Site Se...  Sike Settings

EﬂTS-Enterpris. .+ Licensing Site 5.,

Tassa lukee aluksi Default-ip-site-link mutta
uudelleennimeé se vastaamaan oikeaa nimea
eli F2 rename sen kohdalla
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New Subnet-valinnalla liitetd&n aliverkko — site — ja palvelin toisiinsa:

Mew Object - Subnet |

I Create in:  kurssilocal/ConfigurationsSites/Subnets

Address; B.o. o0o.a0
Mazk: |n.n.n.n
M ame:

Enter the zubnet address and mazk. Thiz will be autamatically translated
inta a zubnet name in the form netwarkbite-mazked.

Example: addrezs 10.14.209.74 mazk 255256, 240.0 becomes subnet
1014208 0/20.

Select a site object for this subnet.

Site Name
F.Lrzzi

[ | Cancel I
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Global Catalog Server ominaisuus
Edelleen edellisessé AD Sites and Services-ohjelmassa:
Kaksoisnapauta Sites, avaa Servers ja valitse asentamasi palvelin ja hae sieltd NTDS Settings.

Napauta sen kohdalla oikea painike ja Properties eli ominaisuudet. General-vélilehdelld tulisi olla
rasti kohdassa Global Catalog.

NTDS Settings Properties [ 2| |

General |Eu:unneu:tiu:uns| EII::ieu:tI SEcurit_l,II

g-lu- MNTDS Settings

rpr}

Description; ||

Query Palicy: I j
DMS Alias: IIIIEIEEE CAF-6543-44E 7-9B 44-FFF7B0OBOBSTC._madeos.k

[+ Global Catalog

The amaount of time it will take to publizh the Global Catalog waries
depending on your replication topaology.

] I Cancel Apply
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5. DNS:n toiminta ja maaritykset

Avaa DNS-hallinta ja avaa sieltd laatimasi toimialueen-mukainen dns-vyohyke. Tarkista, etta se
sisaltaa alla olevat nelja tietuetta:

2 _msdcs

(3 _sites

D _kcp

3 _udp

D DomainbnsZones

|:l FarestDnsZones

[% (zame as parent folder) Start of Authority (30A8)
(same as parent Folder) Mame Server (NS
(same as parent Folder) Hosk {4}

Hosk (&)

Jos néité ei 10ydy, AD / palvelin ei tule toimimaan oikein.

Tarkemmin auki purettuna:

_:.._ dnsmgmt - [DNS2003A"Forward Lookup Zones',_msdcs.kurssilocal',dc',_sites Kurssit,_tcp]
'E_' File Ackion Miew ‘Window Help | _|E|5|
o OmFHE 2 EEE
,_g_' DhS _tep 2 record(s)
E‘B 20034 _ Marne | Type | Daka |
@ Event Viewer _kerberos Service Location (SRY) [0][100](85] 20038, kurssi.local,
- Forward Lookup Zones _dap Service Location (SR) [0T100][359] 20033 kurssiJocal,
E--@I _msdes. kurssilocal
=00 de
0 tep
IZ—ZICI damains
=0 e0e931f0-a3he-43bb-bt
R
=0 ac
- pde

E]--@ kurssilocal
I'_—'I[:I Reverse Lookup Zones
{2 192.168.100.x Subnet

‘| | o

Kun avaat kansioita, huomaat miksi DNS on niin tarkea — kaikki oleellinen on tallennettu tanne!

Testaa DNS-kyseylyiden toiminta eli valitse 2003a-palvelimen paalta oikea painike | Properties |
Monitoring-vélilehti | rastit | Test now:
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Z003A Propetties E |
Interfaces I Formwarders I Advanced | F oot Hinkz
Debug Logging I Event Logging Fanitaring Security
To werfy the configuration of the server, pou can perfarm manwal or
automatic testing.
Select a test bppe:
v & zimple query against this DMS server
¥ & recursive query to other DNS servers
To perform the test immediately, click Test Mow,
[ Perform automatic testing at the following intersal:
Test interval: |'| I mintes j
Test rezults:;
Date | Time I Simple Cluery I Recurzive O... |
19.9.2006 12:33:06 Fazs Pazs
k. Caricel | Apply
Tee kdanteinen nimiselvitysvyohyke kaikille kdytossa oleville IP-avaruuksille:
Mew Zone Wizard [ %]
Welcome to the New Zone
Wizard
Thiz wizard helps pou create a new zone for your DMS server,
A zone is 3 database that links DMS names and related data,
such az IP addresses or network services.
T continue, click Mest.
New Zone Wizard
Zone Type Q
windows can obtain and store zone information in three different ways. .
Select the type of zohe you want ta create:
« d New Zone Wizard [ x]

Stores the new zane in Active Di
integrated storage.

" Standard primary

Reverse Lookup Zone
A reverze lookup zone iz an addrezs-to-name database that helps computers
tranzlate IP addrezzes into DNS names.

Stores a master copy of the new
exchange of DMNS data with othe
methods.

Standard secondary

Creates a copy of an exigting zor
of primary servers and provides |

To identify the reverse lookup zone, type the network 1D or the name of the zone.

i Mebwork 1D
10 10 100 .

If you uge a zero in the network 1D, it will appear in the 2one name. For example,
network |D 163 would create zone 183.in-addr. arpa, and network 1D 163.0 would
create zone 0.169.in-addr. arpa.

™ Reverse lookup zone name:
100101 0.in-addr. arpa

Cancel

< Back I Mest > I
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7. NTDS.DIT-tietokantatiedosto

Tarkista ettd AD-tietokanta l16ytyy eli c:\windows\ntds ja sielld ennen kaikkea ntds.dit-tiedosto.

[BR C: WINNTYNTDS

Fle Edit Wew Favorites Tools  Help
S Back ~ = - | D) search |%Folders ®| [ E X =y | E2-

Address | CAWINNTINTDS

Falders x Mame  # Size | Tvpe | Modified |
F {:l $NtL|ninstaI|Q329;| ﬁ GKE FRecovered File Frag.., 12.5.2004 16:34
-0 $MtUninstalgazs :- ntds.dit E555ZKE DIT File #.5.2004 21:09
-0 $htLninstallgaze NTDS temp.edb 2084 KB EDE File .5,2004 21:09

B0 $MrUninstallgast

C:, WINDOWS\NTDS

File  Edit  Wew Faworites Tools  Help

(JBack = ) - T | Search Falders ¥ X, ) | EEE

Address [ C:\WINDOWSINTDS

Falders » || Mame = | Size | Type | Date Modified | P.ttributesl
(@ Deskiop B _iDrop ; File Folder 15.9,2006 12:51
D My Documents [Z] edbonoot log 10240 KE  Text Document 13.9,2006 13:59 A
= _5’ My Computer ﬂedb.chk 8KB Recovered File Frag.., 19.9.2006 12:12 A
[ < C_ASEMA (T [=_J edb.log 10240 KE  Text Document 15.9.2006 15:05 a
) $WIN_NT§.~ET | s it 12304KE DIT File 19.9,2006 11:55 A
) Compag [=_J resl.log 10240 KB Text Documnent 15,9.2006 12:44 b
) Cpaapps EJ resz.log 10240 KE Text Document 15,9.2006 12:44 A
) Data ﬂtemp.edb 2064 KB EDE File 15,9,.2006 15:05 b
1 Documents and Setti
) Download
) 1356

Kaikki tietokannan kasittely tehdddan NTDSUTIL-apuohjelmalla — joko kun AD eli kanta on pééalla
(esimerkiksi FSMO-roolien siirto | roles tai kun buutataan Directory Services Restore Mode (vaatii
asennuksen yhteydessa madritetyn admin-tunnuksen) ja sieltd voidaan defragmentoida tietokanta tai
tehda tietokannan palautus.

TMNT system 32 cmd.exe - ntdsutil

C:sDocuments and Settings™admin>ntdsutil
ntdsutil: roles
fsmo maintenance: ?

7

Connections

Help

Quit

Seize domain naming master
infrastructure master

Print thiszs help information

Connect to a specific domain controller

Print this help information

Return to the prior menu

Querwrite domain role on connected server
Querwrite infrastructure role on connected serv

PDC
Seize RID master
Seize schema master
Select operation target
g Contexts
Transfer domain naming master — Make connected server the domain naming master
Transfer infrastructure master — Make connected server the infrastructure maste

PFDC role on connected server
- RID role on connected server
Overwrite schema role on connected server
Select sites, servers, domains. roles and Namin

¥

Transfer PDC — Make connected server the PDC

Transfer RID master — Make connected server the RID master
Transfer schema master — Make connected server the schema master

fzmo maintenance:

Seize = alkuperainen palvelin ei ole pystyssa eika IKINA enda nouse
Transfer = alkuperdinen on ihan ok ja online eli roolit halutaan vain siirtd4 esimerkiksi uuteen,
luotettavampaan ja suorituskykyisempéan palvelimeen
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6. SYSVOL-resurssi ja ryhmakaytannot

Tarkista ettd sysvol-kansio / resurssi 16ytyy eli c:\windows\sysvol\sysvol\domain nimesi.

Address I[:I CHWINNTISYSWOL sysvolistakes. Fi

Falders x I e | Mamme ¢ Size | Type | Modified
: : 2 java ;I I'D L {;:}EDO_NOT_REMOVE_NtFrs_PreInstaII_Directory Filz Folder  19.4.2004 12:59
[ Media - (L3 Palicies File Folder  21.4.2004 23:57
(23 Microsoft NET stakes.fi § scripts File Folder  9.5.2004 19:03
{:| msagenk
B0 msapps Select an item to view its description,

Sen alla pitaisi olla mm. policies ja scripts-kansiot. Policies alta 16ytyy ryhmékéaytannot, oletuksena
siella pitdisi olla:

Address I[:I CHWINNTYSYSYOL sysvolistakes. fiPolicies

Mame | Size | Type | IModified

Folders x T ]

D java ;I I-E, | D;{SIBEFS‘}D-DIGD-I1D2-945F-DDCU4FB‘384F9} File Folder  21.4.2004 23:57
{:' Media " ] {68C1786C-016F-1102-945F-00C04FB954F9} File Folder  21.4.2004 23:57
E0 Microsoft, NET Policies [ {B7D073B0-E016-981 A-B3AB-AF 7307 4CBSEF} File Folder  21.4.2004 23:57
B0 msagent [[1{p4D484D2-72E6-41FE-8725-ECCF4DEEI 197} File Folder  21.4.2004 23:57
E-E msapps Select an itsm to visw its description, (] {D7334900-6FC2-41C6-B449-72224E3AA280} File Folder  21.4,2004 23:57
{2 msdownild tmp — (1 {EB16D4F7-3F25-4BD5-A720-3A38500E 1 60E} Fils Foldsr  21.4.2004 23:57
HE -

eli kaksi ensimmadisté ovat ns. sisddnrakennettuja, muut ovat uusia, itse tehtyja ryhmakaytantoja:

{31B2F340-016D-11D2-945F-00C04FB984F9} - Default Domain policy
{6AC1786C-016F-11D2-945F-00C04fB984F9} - Default Domain Controllers policy
ja tarkemmalla tasolla:

1Palicies{3162F340-0160-1102-945F-00C04FE2G4F9};

| Sizel Type | Modified |
File Falder 21.4.2004 23:57
File Falder 21.4.2004 23:56
File: Falder 21.4.2004 23:57
1 KB Configuration Settings  10.5.2004 12:20

\Policies| {31 E2F340-0160-1 102-945F-00C04FE54FAHMACHINE

> || Name ¢ | Size | Type | Modified

;I [:I.ﬁ.pplicatinns File Folder 158.1.2001 14:54
(3 Microsoft File: Folder 21.4.2004 2356
3 Scripts File Folder 21.4.2004 23:57
Registry, pol 3KE POLFile 16.1.2001 16:54

Muista komennot:
gpupdate  W2k: secedit /refreshpolicy machinepolicy tai computerpolicy
gpresult
gpresult /v
rsop.msc
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Katso komentokehotteessa net share:
- pitdisi 16ytya seka netlogon etté sysvol

C\WINNT system32hcmd.exe

Microsoft Windows 2088 [Uersion 5.88.21951]
CC) Copyright 1985-2808 Microsoft Corp.

C:sDocuments and SettingssadminXnet share

Share name Rezource Remark

Remote IPC
Default zhare
Default zhare
Default zhare
WIHNT RBemote Admin
Default share
C:WINNT~5Y5U0L~sysvolsstakes . fi~8CRIPTS
Logon server zhare
CosWIMNTSSYSU0OLNsysvol Logon server share
The command completed successfully.

D=
LR
F:x
LAY
E:~

C:xDocuments and Settings“adminl

Netlogon on siis "NT” netlogon eli netlogon-skriptit yms sinne!
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7. Replication Monitor eli replmon-ohjelma

sivu 13 (20)

Asenna Support Tools (on kursseilla yleensé valmiiksi asennettu) ja aja sieltd Active Directory

Replication Monitor. Saat sen kayntiin myds komennolla Win + R ja syota: replmon

-.‘_‘f} Active Directory Replication Monitor

File Edit Action Yiew Help

tdonitored Servers: Update Autamatically |
@ Monitored Servers Log |
| Status [19.9.2008 [12.03 g

Napauta hiiren oikea painike Monitored Servers-kohdalla:

l -.".1'5' Active Directory Replication Monitor
| Ele Edit Action Yew Help
|

|I'-.-1 anitored Servers: Update Automatically

| i
| Add Manitared Server. .

Napauta Next:

<% ndd Server to Monitor
Add Monitored Server Wizard

{* Add the server explicitly by name
" Search the directory for the server to add

Enter the name of a domain in the forest to read Site data from:
| [~
[T Use Alternate Credentials bo get Site List Change... |

<< Back Nest > Cancel
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-.‘;* Add Server to Monitor

ﬁ Eelow iz a list of Sites that are available from the Sctive Directony. Expand the
= site and select a server bo motitar:

) Select a senver from the " site:

* Enter the name of the server ko monitor explicitly:

20034

I~ Usze Alternate Credentials Change... |
<¢ Back | Finizh I Cancel |

Syota palvelimen osoite eli tassé tapauksessa: 2003a
ja napauta Finish.

-.‘.‘f} Active Directory Replication Monitor
File Edit Action Wiew Help

|M0nitored Servers: |pdate Autamatically
@ Manitared Servers Log: C:ADocuments and SettingzhAdminiztratarby Docurmentshurssi-2003a.l0g
B lll Kurssi Statuz az of 19.9.2006 12:10:30

& 5
- DC=kurssi,DC=local

@ CM=ConfigurationD C=kurgsi D C=local
@ CH=5chemna, CH=Configuration, D C=kurszi, D C=lacal
@ DC=DomainDnsZones, D C=kurgs, D C=local

[ [19.9.2005 [1210 4

Lis&a samalla tavalla muut DC-palvelimet.

Kaikista oleellisin on hiiren oikea painike palvelimen kohdalla:

Update Stakus {onky For this server)
Check Replication Topology
Synchronize Each Directory Partition with All Servers

Generate Skaktus Report

Showe Domain Contrallers in Domain

Show Replication Topologies

Show Group Policy Object Status

Showe Current Performance Daka

Show Global Catalog Servers in Enterprise

Show BridgeHead Servers 3
Show Trust Relationships

Show Aktribute Meta-Data For Active Directory Object

Clear Log
Delete

Properties
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Kokeile kaikki eri vaihtoehdot paitsi Clear Log ja Delete! Osa valinnoista ei kenties kerro
alkuvaiheessa mitaan tai kysyy tarkempia tietoja, jolloin voit sen kohdan keskeyttdd. Huomaa

vield, ettd valinnassa Show Replication Topologies saat esille:

e the View merws. | Diata Ficm: 20038 Cumer Ste: Kurmai

Pl cick a arver i i e, To select a spacifc

Valitse View-valikon kohta Connection Objects Only.

1:'?" ¥iew Replication Topology

File Miew Server

20032,

Showw Inkra-Site Connections

Shows Inter-Site Connections

Properties

| Right click a zerver to view itz connections or properties. To zelect a specific directomn partition, uze the Wiew menu., | DataF

Napauttamalla palvelimen kohdalla voit pyytd4 ohjelmaa esittdmaa replikoinnin toimipaikan siséalla
(Show intra-site connections) ja toimipaikkojen vélilla (Show Inter-Site Connections). Katso myos

properties-kohta. Sen takaa I0ytyy mm:
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1.‘:’4' Server Properties E

|nbound Replication Eunnectiansl TCR/IP D:nnﬁguratiunl

General 1 FSM0 Roles I Credentialz I

i

Property

\r" Server iz the Pimary Domain Controller for the D omain

q/ Server iz a Global Catalog server in the forest

\r" Active Directony iz supported on thiz computer

-/ The F.ey Digtribution Service [FKDC] iz running on this computer
q/ This computer iz running the W32 Time Service

‘( wiites to the Active Directory on this server are allowed

Ok |

- keskeiset palvelimen toimintatilat eli mm. PDC-ominaisuus ja GC
- aikapalvelut

4% Server Properties

Inbound R eplication C F/P Configurationl

Genelall Server Flag i Credentials |
% Below are the current owners of the Flexible Single Master Dperations Roles as known by
the server: 20034

Role Owrer
Schema Furgsit 20038 Gz |
POC Emulator Kurzsih20034, Cuery |
Rid Poal Kurssih 20038 Guery |
Infrastructure kgt 20034 Cuery |
Diomain Tree Operations  Kurssit 20034 Guery |

0K |

FSMO-roolit — query-valinnalla voit varmistaa, ett4 ne ovat ok.
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&% Server Properties

Generall Server Flagsl F5MO Roles I Credentials I

Inbound Replication Connections | TCRAP Configurationl

Bielow iz a list of the inbound connection objects established far thiz damain contraller:

Connection Mame | Server Mame I Admin-Generated? |

Below iz an advanced description of why the inbound connection objects were established:

Mo inbound connection objects exist for this server. ;I

’ o |

Replikointi on tyhj&, koska muita palvelimia ei ole.

Voit lopettaa ja sulkea tdmén ikkunan.
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9. DCDIAG-0hjelma

Replication monitor-ohjelman ohella toinen “must”-ohjelma néihin terveystarkastuksiin on
dcdiag-ohjelma, joka tulee support tools-ohjelmapaketin mukana. Komento on todella
monipuolinen eli siséltdd kymmenia eri valitsimia.

Command Prompt

C:sProgram Files“Support Toolsl dediag
Domain Controller Diagnosis

Performing initial setup:
Done gathering initial info.

Doing initial required tests
Testing server: Default-First-Site—Mame-2B@A3A0
Starting test: Connectivity
20830 passed test Connectivity
Doing primary tests
Testing server: Default-First-Site—Mame-2B@@A3A0
Starting test: HRHeplications
passed test Replications
passed test MNCSecDesc
MetLogons
Advertising
Knowz0f RoleHolders
RidManager
MachinefAccount
Services
OhjectzReplicated
fressysuol
frzevent
kccevent
Starting test: systemlog
An Error Event occured. EventID: BxB0000457
Time Generated: @9.-19-2006 B8 -43:808
CEvent String could not he retrieved)
An Error Event occured. EventID: BxB0000457
Time Generated: @9.-19-2006 B8:-46:13
CEvent String could not he retrieved)

An Error Event occured. EventID: BxA0000457
Time Generated: B?-17-2006 Ag:-47:55

Huomaa, ettd komento pitad ajaa support tools-ohjelmistot siséltdvassa kansiossa.
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Aja komento /v — valitsimella (verbose):

omnmand Prompt
C:s»Program Files“Support Tools*dcdiag v

Domain Controller Diagnosis

Performing initial setup:
Uerifying that the local machine 28#3a,. is a DG.
Connecting to directory service on server 20083a.
Collecting site info.
Identifying all servers.
Identifying all HC cross—refs.
Found 1 DC<s>. Testing 1 of them.
Done gathering initial info.

Doing initial required tests

Testing server: Default—First—Site—Name“ZHBA3A
Starting test: Connectivity
* Active Directory LDAP Services Check
# Active Directory RPC Services Check
2883A passed test Connectivity

Doing primary tests

Testing server: Default—First—Site—-Name“ZHA3A
Startlng test: Replications
# Replications Check
Replication Latency Check
Replication Site Latency Check
2083A passed test Replications
omitted by user request: Topology
st omitted by user request: CutoffServers
Starting test: MCSecDesc
#* Security Permissions check for all NC’s on DC 28034.
# Security Permissions Check for
DGC=ForestDnsZones,DC=kursszi, DC=local
(HDMC . Uersion 22>
Security Permissions Check for
DC=DomainDnsZones . DC=kurs=zi, DC=local
(NDNC .Version 23>
Security Permissions Check for
CH=5chema.CN=Conf iguration , DC=kurssi.DC=local
(Schema, Version 2>
Security Permissions Check for
CH=Conf iguration.DC=kurssi.DC=local
{Conf iguration . Uersion 2>
Security Permissions Check for
DC=kurssi.DC=local
(Domain . Uersion 2>
2883A passed test HCSecDesc
Starting test: MetLogons

sivu 19 (20)

tatd ei ole niin helppo tutkia, kokeile:

dcdiag >dc.txt
dc.txt

eli tutki lokia tata kautta!

Naet valitsimet (todella runsaasti) komennolla dcdiag /?
Kokeile vield yksittéisend testina:

dcdiag /test:fsmocheck

seka

dcdiag /test:fsmocheck /v

Kysymys:

Miten testaat pelkan dns-toiminnan mahdollisimman kattavasti dcdiag-komennolla?

Miten testaat topologian eli palvelinten véliset yhteydet?
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10. Toimialueen 1. palvelimen kellonaika

Madrita ensimmaéisen FSMO-roolit (mm. PDC-emulator) siséltavalle palvelimelle kellonaika.
Helpoin tapa on komentokehotteessa:

net time /setsntp:xX.yy.xXx.ww
- siis palvelimen oma IP-osoite — jatkossa EventVieweriin ei tule w32time-herjoja

Suositeltava tapa:
net time /setsntp:ulkoinen aikapalvelin
-sekd palomuuriin sallitaan liikenne porttiin UDP/123 ulospéin menevaksi portiksi

11. Tarkista tietoturvapaivitykset palvelimelta

Katso IE — Tools | WindowsUpdate ettei ole tullut mitd&n uutta paivitettdvad — muista myos
Win + R: wupdmgr

12. Salli kahden hallinnoitsijan samanaikainen etatyopoytayhteys

Aseta paalle eli salli Remote Desktop: Windows + Pause — Remote ja rasti alempaan kohtaan.

Asenna liséohjelmia:

Kaikkea mielenkiintoista:
http://www.microsoft.com/windowsserver2003/downloads/featurepacks/default.mspx

http://www.windowsnetworking.com/articles tutorials/Using-Remote-Assistance-Windows-
Firewall-Enabled.html
- hyvé ohje etdtuen kéayttamisestd AD-ymparistdssa
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